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DEAR READERS,
The impact of the COVID-19 pandemic is drastic – especially in the automotive industry.
Alongside ongoing crisis management, the
industry is still faced with the growing complexity of E/E architectures as well as ever
shorter product cycles. This results in new
topologies in networking – in terms of energy supply, but also in the distribution of information. This in turn results in a multitude

of new requirements when it comes to safeguarding these complex systems, something
also required by the legislator.
We understand our customers’ challenges and
will continue to offer reliable, applicationoptimized solutions to increase efficiency,
not least thanks to scalable, location-independent diagnostics over the entire vehicle
life cycle.
Naturally, our newsletter gives you an overview of the further development of our diagnostic and test solutions.
We are looking forward to a successful 2021
with you. Stay healthy!

UPCOMING EVENTS
May 5 - 6, 2021 | Virtual Showroom
Softing Automotive Convention
May 18 - 19, 2021 | Dresden/Digital
Diagnostics in mechatronic
vehicle systems

Yours
Markus Steffelbauer
Head of Product Management

DOIP WITH TLS
SMALL CHANGE, MAJOR IMPACT
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The ISO standard on diagnostic communication “Diagnostics over
Internet Protocol” – or DoIP for short, is becoming increasingly
prevalent in modern vehicle architectures. This is not surprising as
the advantages of this innovation are obvious. On the Internet, it is
normal to transmit large amounts of data – in modern vehicles, data
packages of several GBytes are no longer unusual. The trend towards
remote diagnostics is also unstoppable, which is why the current edition of the ISO 13400 standard details the necessary data backup. It
is taken care of by Transport Layer Security (TLS), the standard for
communication encryption. In this process, a secret is determined in
a multi-step procedure via slow but easy-to-use asymmetric encryption. This secret is then used to exchange information very efficiently
via symmetric encryption in the actual communication. The method,
which largely corresponds to the transition from http to https used
in web browsers, enables very secure remote communication with
ECUs and vehicles. The extension is already available in the current
protocol stacks of Softing products.
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▲ Fig.: TLS Handshake

More Information:
automotive.softing.com/diagnostics-and-security
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DIAGNOSTICS

SOFTING DTS
EFFICIENT, SCALEABLE DIAGNOSTICS ON THE TEST CARRIER –
EVEN WHEN WORKING AT HOME!
Reading out and documenting vehicles during and at the end of a test
day is extremely time consuming. An interface is plugged into the test
carrier, the tester application is connected, and automatic or interactive tests are performed. The procedure is repeated – per vehicle
and per readout time, for example before and after a test drive.
At the moment, the situation is all the more difficult because the
workplace and test workshops are often of a virtual nature. The challenge now is to once again precisely document the vehicles and test
carriers, some of which are distributed across different test locations,
at the beginning or end of a test day. The remote desktop connection
approach with an LTE stick raises questions about administration, activation and costs.
Softing DTS customers will have an elegant solution to this dilemma
from the middle of the year. Together with the Softing diagnostic
inter face VIN|ING 2000, it will become possible not only to establish
an ad hoc diagnostic connection via a WLAN access point of the device, but also to use the entire network infrastructure of the laboratory or enterprise. The test carriers can be accessed one after the
other using a device connection – cost effectively and tested for use
in the vehicle and on the production line.

A small embedded computer, such as the VIN|ING 2000 on the vehicle, offers many more possibilities of simplifying diagnostic tasks. By
installing the Softing Diagnostic Base System (Softing SDE) and storing
the diagnostic data on the device (“smart VCI”), it is possible to scale
diagnostics via the network. For Softing DTS, this means up to eight
connections at the same time. These can be identical or different test
carrier – at any number of locations. With the special “Multitest”
inter face it is now possible to keep track of everything and document
the vehicles. This makes it possible, for example, to delete the error
memory and generate reports. The combination of parallel and remote access saves considerable time.
Naturally, other use cases, such as ECU and vehicle updating, are also
possible. It is definitely worth boarding the Softing DTS train with the
VIN|ING 2000 vehicle interfaces very soon!
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▲ Fig.: Running “Multitests” with Softing DTS and VIN|ING 2000

More Information:
automotive.softing.com/dts-monaco
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DIAGNOSTICS

SOFTING TDX
SMART DIAGNOSTICS –
EVEN FOR MEGA MACHINES
Softing TDX, an all-rounder among the repair shop solutions, offers a
framework for creating proprietary solutions in the area of diagnosis
and the parameterization of vehicles and their components. Its modular structure and scalability make Softing TDX the ideal tool for use
in service repair shops and road tests. The tool suite is used by many
customers from different mobility segments all over the world.
The most recent example is the company Bosch Rexroth, which has
created its own tester with the help of Softing TDX and the support of
the Softing specialists, replacing its legacy system. The new diagnostic
system BODAS-service 4.x (BOsch Rexroth Digital Applications Solutions) goes to Bosch Rexroth customers for maintenance and calibration of the ECUs in mobile machines. The focus was always on the flexibility, openness and future viability of the solution to be developed.

mode or landscape format and the screen size – and then the solution
is ready for use and rollout. Since both Windows-based work and the
world of mobile devices are generated from a single basis, the maintenance required is reduced enormously – single source at its best!

Highlights of Softing TDX v. 2.4
available from April 2021
■ 64-Bit
■ Obligatory software update
■ Dashboard view to show all the important
information at a glance
■ And much more

Existing data and processes were extensively adopted and reused; at
the same time, runtime data and ECU hardware were separated. With
the surface technology used, the BODAS-service is resplendent. The
hardware interfaces already in the field could be incorporated seamlessly into the solution avoiding further costs for additional hardware
and maximizing the benefit of reusability.
The success of Softing TDX under Windows operating systems is obvious, but the GUI technology used is also future-proof. It allows data to
be used not only on PCs but also on smart devices. The special characteristics of mobile device displays must be taken into account from
the outset, allowing almost complete portability to other operating
systems. Small adjustments are only required to adapt the solution to
the special conditions of mobile devices, such as rotation to portrait

Take a look at the BODAS
success story at:
automotive.softing.com/
bodas-story

▲ Fig.: Smart maintenance and repair even with mobile devices

More Information:
automotive.softing.com/tdx
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TESTING

EFFICIENT FAULT SIMULATION
AUTOMATED, DOCUMENTED SHORT-CIRCUIT AND OPEN
LOAD TESTS OF ECU ON-BOARD DIAGNOSTICS
In daily operation, ECUs in the vehicle are exposed to a wide range of
environmental influences, such as vibrations, strongly fluctuating ambient temperatures and high humidity. The components must therefore be able to handle all conceivable faults. For testing, these faults
are simulated on the ECU pin and the respective behavior and diagnostic entry is documented. Typically, such fault simulations are used for
function tests during development, for testing, release and validation
of ECUs and components, as well as for integration validation during HiL
testing or at the Functional Mock-Up (FMU). What used to be a timeconsuming process of manual testing can now be easily integrated into
everyday work thanks to automation.
We offer a comprehensive portfolio of simulation technology based
on many years of experience. The fault simulation via Softing’s OBDFSIM-Box includes diagnostic and ECU fault simulation in addition
to automated breakout boxes (BOB). That way ECU signals can be
short-circuited or interrupted to battery plus and minus (open load)
automatically. A load resistance decade can be used to inject dirt and
leakage resistances into ECU signals. A CAN bus is the key to control
the fault simulation and the load resistance decade. The system offers
load channels up to a continuous current of 20A and sensor channels
with 1A. Each signal path is protected against overcurrent. Each channel can also be operated manually as breakout box via 4mm jumpers
with a measuring pickup. The OBD-FSIM-Box is powered directly by
the vehicle’s on-board network or via an external voltage source. Individual connection cables also allow the fault simulation box to be
universally adapted to a wide variety of ECUs.

▲ Fig.: Fault Simulation with 16 High-Current and 80 Low-Current Channels

More Information:
automotive.softing.com/test-systems

FLEXIBLE COMMISIONING SEQUENCES
OTX MAKES IT EASY
Whether in prototype workshops or endurance testing, on the test
bench or in engineering: After replacing or repairing vehicle components, the ECU and its peripherals must be adapted to each other
again. In addition to only functional sequences, interaction with operating personnel to start individual process steps or enter parameters
is often necessary.

GUIDED COMMISSIONING
1. Save Configuration

STEP

2. Repair HW/SW/Peripherals
3. Pairing

The advantages that OTX and the Softing OTX tools offer for a fast and
robust realization of commissioning sequences are obvious:

4. Load Configuration

■ Full functionality of a programming language
■ Seamless diagnostics integration

7. Documentation

5. Learning Routines, Calibration
6. Validation

■ Kit for user interfaces
Even complex commissioning sequences that have to address multiple vehicle systems in a precisely defined sequence (e.g. ignition lock
replacement) can be easily implemented without difficulty. The uniform handling of variants through generic sequence implementations
is also possible – configuration settings to specific ECUs or vehicle
components are made dynamically via external configuration (XML).
And if you don’t want to deal with all the details of a technical solution,
benefit from our expertise and experience gained in a wide range of
OTX realizations. We implement commissioning sequences for you,
precisely tailored to your requirements.

▲ Fig.: Guided Commissioning Sequence

More Information:
automotive.softing.com/otx-studio
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COMMUNICATION

VIN|ING 2000 – THE HIGH-PERFORMANCE
MANUFACTURING SOLUTION
CONTROL PC

In vehicle manufacturing, very high demands are placed on timing,
performance and system stability. For the vehicle communication
interface (VCI), this means that the protocol stack for the communication software is executed in real time on the VCI without interruption
and that communication with the host PC takes place via a powerful
interface. In such cases, extensive on-site tests are essential in terms
of signal quality and the availability of radio channels. Special requirements are also made of connection management to ensure and control secure access to a large number of VCIs.
The VCI VIN|ING 2000 has been used successfully by a number of OEMs
and Tier1 suppliers for several years. Particularly worthy of mention
is the fact that it is used as a Band-in-Line solution at various manufactur—ing sites. Along with conventional bus systems and diagnostic protocols, VIN|ING 2000 supports CAN/FD and DoIP. The wireless
connection via WIFI is very advantageous, especially on the production line. The necessary security aspects are covered with enterprise
authentication and certificates.

Porject

Softing SDE
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▲ Fig.: Using the VIN|ING 2000 as a Band-in-Line Solution

intelligent power management is a further prerequisite for use on the
production line to stop the vehicle battery from discharging. A motion
sensor along with activity on the CAN bus and the change of ignition
status are responsible for the VCI waking up. The final quality that
makes VIN|ING 2000 a state-of-the-art manufacturing VCI is the vehicle diagnostics that complies with the latest standards and includes
high-performance flash programming.
More Information:
automotive.softing.com/vining-2000

Integration into the IT infrastructure is ensured with fast roaming and
transmission characteristics optimized for the particular use case. The

POLE POSITION WITH THE TELEMATIC GATEWAY XTCU
IN COMBINATION WITH MEMOTEC´S MEASUREMENT TECHNOLOGY –
COMPREHENSIVE INFORMATION EVERYWHERE IN REAL TIME
In racing, it is often just tiny details that make the difference between
victory and defeat. In addition to the driver’s skill, it also depends
on the racing team having the appropriate expertise. Among other
things, data acquisition and measurement technology is installed in
the vehicle in order to constantly monitor and ultimately optimize it.
The aim is to collect, analyze and process live data from the vehicle
during the race. Optimal vehicle settings or even predictive maintenance measures can then be carried out based on this information.

range of use cases: Fleet management can thus access data on individual vehicles, e.g. current position, speed and mileage, or additional information in the event of an accident. Driver profiles can also
be determined in order to classify them accordingly for insurance
purposes. It is also possible to automatically create a digital damage
folder for minor damage. In motor racing, vehicle data can be transmitted in real time to teams in the pit lane or made available to the
media for telemetry data broadcasts.

The solution is a combination of the xTCU telematics gateway and
Memotec’s measurement technology, which collects corresponding
vehicle data for regulation monitoring (Balance of Performance,
BoP). The xTCU transmits a range of live data from vehicle operation,
such as position and acceleration, and also accesses the vehicle data
via a CAN interface. Always connected with the strongest provider,
all data is available on the 4G mobile communications standard (5G
is prepared) for advanced telematic tasks, such as data collection,
transmission, evaluation and further processing in the cloud. The
data can also be recorded if required. The xTCU also supports a wide

The handy, robust xTCU is suitable for use in test drives and trials, not
least thanks to its simple and fast installation. The xTCU is simple to
configure “over the air” (OTA). The Internet interface allows secure,
real-time access to all data from anywhere in the world. And all you
need for that is a smartphone.

Telemetry Live Data

„save and
analyze“

Racing Team

TV

BoP

xTCU

Telemetry

BoP Data

More Information:
www.globalmatix.com

Racecontrol

▲ Fig.: Use of the xTCU from Globalmatix and Measurement Technology from Memotec in the 24h Race at the Nürburgring 2020
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SOVD – SERVICE ORIENTED VEHICLE DIAGNOSTICS
THE DIAGNOSTICS STANDARD OF TOMORROW
Significantly higher processing power is required in vehicles due to
megatrends such as autonomous driving. For this reason, high-performance computers (HPC) are being integrated into the vehicle
architecture, in addition to ECUs. These use centralized control as
well as diagnostic functions. In addition to on-board diagnostics, an
HPC realizes function diagnostics for distributed tasks, and – since it
enables connection to the Internet – is also the interface for “normal”
ECUs. Information can be filtered, aggregated and evaluated before
transmission.
The aim of the current standardization of ASAM e.V. under the name
SOVD (Service Oriented Vehicle Diagnostics) is the definition of an
interface which allows diagnosis on the vehicle, via remote access or
also as a tester directly in the vehicle (Proximity, Remote, InVehicle).
Existing connectivity and security standards should be used as far as
possible in order to guarantee over-the-air requirements – especially
in testing and after-sales service. Error memory operations, coding,
parameterization and flash programming are provided as abstract
tasks and not as individual diagnostic services as is the case today
with UDS.

Extended
Vehicle

Remote
Diagnostic
Function

Capability
Description
4G
5G

HPC

InVehicle
Diagnostic Function

WiFi

UDS Stack

HPC
Diagnostic Service

OBD

Gateway
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Function

▲ Fig.: Service oriented diagnostics: Proximity, Remote, InVehicle

Softing has been using the platform-independent Softing SDE for
years, a solution that has a level of abstraction comparable to the
SOVD server in the HPC and allows the reuse of existing ODX and OTX
data. The implementation of the SOVD standard based on today’s API
is designed to allow customers a choice.
More Information:
automotive.softing.com/sde

EXPERTISE WITH TRAINING SESSIONS
automotive.softing.com/training

DATES &
REQUEST

INVITATION TO THE VIRTUAL
SOFTING AUTOMOTIVE CONVENTION
CALENDAR-CHECK MAY 5-6, 2021 | MAP-MARKER-ALT VIRTUAL SHOWROOM
Due to the severe limitation of personal contact since last year, we
have had to completely rethink events and customer appointments.
With a creative digitalization concept based on state-of-the-art
technology, we created a virtual space which is the perfect event
location. It gives our customers the chance to experience software
solutions and exhibits in their own office or even at home.
With this in mind, we would like to invite you to the upcoming digital
“Softing Automotive Convention” on May 5 and 6, 2021. You can
expect exclusive live demos of Softing solutions followed by Q&A
sessions. Realistically move round our digital showroom and dis
cover our diagnostic and test solutions. Naturally, the team of Softing
experts will be available live during the event for any questions you
may have.

REGISTER FREE OF
CHARGE NOW!
Congress program, further information and
registration at: automotive.softing.com/convention

automotive.softing.com
linkedin.com/company/softing-automotive

CONTACT

twitter.com/SoftingAE

Softing Automotive | Richard-Reitzner-Allee 6, 85540 Haar – Germany
Phone +49-89-45656-420 | Fax +49-89-45656-499
E-mail info.automotive@softing.com | www.automotive.softing.com

xing.com/pages/softing
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