
Softing TDX 
ODX- and OTX-Based Diag-
nostic System Framework

DX (Open Diagnosti c data eX-
change) and OTX (Open Test 
sequence eXchange) standards 

are very well established descripti on 
formats for diagnosti cs in the auto-
moti ve and related vehicle industries. 
Especially OTX, which was invented 
and developed on behalf of OEMs, is 
now increasingly used in diagnosti c 
systems and applicati ons.

The driver for the standardizati on 
of diagnosti c descripti on formats is 
most defi nitely the exponenti ally
growing complexity of modern and 
technologically advanced vehi-
cles. Modern automobiles, trucks 
and especially agricultural and civil
engineering machines can have 
up to 100 or even more electronic
control units (ECU) on board.

These have to be covered by the 
functi onality of a diagnosti c system 
used by the technician in the service 
workshop or in the fi eld. The diag-
nosti c systems also play an important 
role during the vehicle development 
and validati on process as well as in 
the producti on and post-producti on 
life cycle stages.



Diagnosti c Strategies 
for Modern Vehicles 
In the days when there was only 
one or at most a few ECUs on board, 
ECU oriented diagnosti cs was ade-
quate for troubleshooti ng. A tech-
nician focused mainly on the com-
mon diagnosti c tasks, such as error 
memory read out, observati on of 
measurements, (re)calibrati on, para-
metrizati on and soft ware fl ashing.

Today, ECU oriented diagnosti cs 
is no longer enough for the effi  cient 
troubleshooti ng of complex vehicles. 
A modern diagnosti c system has to 
off er not only ECU oriented diagnos-
ti cs but further diagnosti c strategies 
such as:

 ■ functi on oriented diagnosti cs;
 ■ guided diagnosti cs;
 ■ functi on tests.

To date, failure or diagnosti c trouble 
code (DTC) oriented diagnosti cs was 
well supported in most proprietary 
diagnosti c soluti ons. Conversion to 
OTX-based soluti ons could off er one 
additi onal degree of freedom. Espe-
cially because with OTX it is easy to 
read out the environmental data of 
the stored DTCs and convert it to the 
localized human readable form by 
taking into account vehicle confi gu-
rati on specifi cs. In this parti cular case 
the diagnosti c system determines 
the vehicle confi gurati on automat-

ically and reads out the stored data 
in parallel from all ECUs on board (as 
far this is permitt ed by the available 
communicati on bandwidth). Apply-
ing this method boosts the fl exibility 
and effi  ciency of a diagnosti c soluti on 
with minimum eff ort.

The primary aim of functi on ori-
ented diagnosti cs is to troubleshoot 
vehicle functi ons that can be spread 
over several ECUs and vehicle do-
mains. This is especially the case 
with advanced driving systems and 
comfort functi ons in automobiles, 
not to menti on modern agricultural 
machines and excavati on machinery 
with on-the-fl y exchangeable tools. 

In this case the diagnosti c system 
“knows” which ECUs are involved in 
specifi c vehicle functi ons and runs di-
agnosti c tasks on these ECUs either in 
a specifi c sequence or in parallel.

Hence, one of the main benefi ts 
of functi on oriented diagnosti cs is 
that the technician does not need 
to know which vehicle functi on is 
implemented in which ECU. He also 
does not need to have a deeper un-
derstanding of the functi onal depen-
dencies across several ECUs, but can 
sti ll perform vehicle troubleshooti ng 
effi  ciently.

Guided diagnosti cs, such as symp-
tom-based troubleshooti ng, is very 
helpful, parti cularly in cases when 
a vehicle problem cannot be deter-
mined by entries in the error memory 
or cannot be matched to a specifi c 

DTC. In this case a technician can be 
guided step-by-step through the var-
ious diagnosti c functi ons to pinpoint 
the problem. Again, the benefi t is 
that the technician does not need to 
know the vehicle in detail. Further-
more, the diagnosti c guidance can 
be perceived as a didacti cal method 
which can help the technician to gain 
deeper understanding of the vehicle. 
The technicians do not need to be 
specially trained for the specifi c vehi-
cle anymore. Their basic understand-
ing of the vehicle is suffi  cient; the 
details are provided by the diagnosti c 
system.

Functi onal Requirements 
for a Modern Diagnosti c 
System

Besides the diff erent diagnosti c strat-
egies, a modern diagnosti c system 
has to provide the following functi on-
ality:

 ■ Handling of variants;
 ■ Parametrizati on and ECU coding;
 ■  ECU replacement – learned data 
readout and backup, data recovery 
and re-programming;

 ■ Actuator and sensor tests;
 ■ Parallel fl ashing of several ECUs.

The handling of variants is sti ll one of 
the greatest challenges for the auto-
moti ve industry. Currently, we have 

Figure 1: Multi ple Sources Concept



Figure 2 : Soft ing TDX – Modular Diagnosti c System Concept

to deal with variants in vehicle op-
ti ons and coding, variants in ECU soft -
ware, and variants caused by the in-
troducti on of second source concepts 
with many ECU suppliers.

All these variants have to be han-
dled by the diagnosti c system which 
has to determine the current variants 
and adopt them automati cally. In the 
case of the soft ware update, it has 
to be ensured that only compati ble 
soft ware is fl ashed into an ECU. Last 
but not least, in the quality assurance 
phase all these variants have to be 
approved with as litt le eff ort as pos-
sible and seamlessly integrated into 
the diagnosti c system.

OTX, supported by the appropri-
ate programming elements, certainly 
provides a soluti on for this challeng-
ing requirement.

Soft ing TDX – the Mod-
ular Soluti on for Current 
Diagnosti c Requirements

Due to its modular architecture and 
scalability, Soft ing TDX (Tester for 
Diagnosti c(X)) provides many advan-

tages compared to classic proprietary 
diagnosti c soluti ons. The soluti on is 
based on the OTX technology which 
sti mulates the re-use of diagnosti c se-
quences (OTX scripts) that have been 
designed and implemented for use in 
diff erent phases of the vehicle’s life 
cycle. Re-use generally saves ti me 
and costs. This is especially the case 
during vehicle validati on in develop-
ment as well as in the later phases.

OTX provides additi onal intel-
ligence to the diagnosti c systems. 
These can now execute diagnosti c 
sequences which are dependent or 
independent of vehicle confi gura-
ti on automati cally and in parallel. 
This boosts diagnosti c system perfor-
mance and reduces the downti me of 
a vehicle. Furthermore, OTX provides 
standardized soluti ons for localiza-
ti on aspects, such as textual transla-
ti ons and localizati on of the measure-
ment units.

However, the main benefi t of OTX 
is that it was designed by the auto-
moti ve industry for long-term (re)
use. The aim was to design a system 
that is and can remain independent, 
as far as possible, from extremely fast 
paced changes in basic IT technology 

(e.g. operati ng systems, program-
ming tools and languages etc.).

The Soft ing TDX modular diag-
nosti c soluti on is of large benefi t to 
small OEMs in the aft ermarket and 
retrofi t area that cannot aff ord to 
develop complex diagnosti c systems 
or have diffi  culty integrati ng their 
proprietary soluti ons into OEM diag-
nosti c systems. By using the Soft ing 
TDX modular soluti on they can now 
focus on the content of the diagnosti c 
system rather than on programming 
and integrati on. The maintenance 
of the diagnosti c system is therefore 
simplifi ed and the content can be de-
veloped and enhanced very quickly, 
especially in terms of ti me-to-market 
ti me. An applicati on example from 
the retrofi t fi eld shows that the de-
livery ti me of a complete diagnosti c 
soluti on can be shortened to only a 
few weeks.

OEMs can benefi t from the mod-
ular and content-based concept as 
well (Figure 2), since they can simply 
include the diagnosti c functi ons from 
a supplier in their complete diagnos-
ti c soluti on very quickly and without 
huge validati on and testi ng eff ort.



Soft ware Architecture of 
Soft ing TDX

The Soft ing TDX modular soft ware 
architecture is based on the ISO stan-
dards ISO13209 for OTX, ISO22901 
for ODX and ISO22900 for the MCD-
3D diagnosti c base system, as well as 
other required system components. 
The fi gure below (Figure 3) shows the 
general overview of the modular di-
agnosti c framework.

The confi gurati on (diagnosti c
content) of the diagnosti c system, 
in this case Soft ing TDX.workshop, is 
provided by the Soft ing TDX.studio 
authoring system.

A confi gurati on contains the 
following:

 ■  ODX data for symbolic communi-
cati on descripti on; 

 ■ OTX diagnosti c scripts;
 ■  Possibly proprietary programs e.g. 
Java Jobs; 

 ■  Graphical design of the HMI 
interface;

 ■ Localizati on;
 ■  Specifi c data and documents 
required by the user of the 
diagnosti c system.

The later specifi c data and docu-
mentati on is basically a collecti on of 
detailed component descripti ons, 
mechanical drawings, and electrical 
circuit diagrams with details such 

as pin assignments and wiring color 
coding. Pictures with part placement 
details and possibly instructi onal vid-
eos can also be added to the confi g-
urati on.

The confi gurati on package is dis-
tributed to the workshops that use 
the Soft ing TDX.workshop diagnosti c 
system over Internet or on removable 
media such as memory cards or CDs. 
The Soft ing TDX framework provides 
both applicati on and content up-
dates.

The diagnosti c system Soft ing 
TDX.workshop (Figure 4) executes di-
agnosti c sequences or single diagnos-
ti c services by using the OTX runti me 
(OTX RT) and diagnosti c server (ISO 
MVCI). A vehicle is connected to the 
diagnosti c server by a compati ble ve-
hicle communicati on interface (VCI) 
and through the standardized D-PDU 
applicati on programming interface 
(API).

Furthermore, to ensure long-term 

Figure 4: Soft ware Architecture of the Soft ing TDX.workshop

Figure 3: Overview Soft ing TDX

stability and a standardized architec-
ture, the main applicati on accesses 
the core functi ons, such as diagnos-
ti cs, HMI or I/O through the standard-
ized OTX extensions. This concept 
ensures that even if the underlying 
base IT technology changes, the main 
system and content executi on remain 
consistent, exchangeable and inde-
pendent.

For third-party applicati ons, if 
they are sti ll required on such diag-
nosti c systems, the soft ware architec-
ture provides standardized access to 
the OTX runti me and ISO MVCI diag-
nosti c server over APIs.

The soft ware architecture of the 
Soft ing TDX.workshop ensures the 
long term maintenance and inde-
pendence of the IT base technology. 
Furthermore, the provided content 
can be executed on diff erent diag-
nosti c platf orms (e.g. Android, iOS or 
Linux based).



Figure 6 : GUI Editor

Figure 7 : OTX Wizard

Soft ing TDX.studio 
Toolbox

Soft ing TDX.studio toolbox contains 
several tools (Figure 5) required for 
the creati on of ODX symbolic data, 
OTX diagnosti c sequences and diag-
nosti c system confi gurati on. 

For the creati on, consistency 
checking and maintenance of ODX 
data, Soft ing’s industry approved 
soft ware DTS Venice is used. Soft ing’s 
OTX Studio extended by the adminis-
trati on package, GUI Editor and OTX 
Wizard is used to create and test OTX 
scripts.

The GUI Editor (Figure 6) can be 
used for easy designing of the user 
interfaces. It provides confi gurable 
graphical components (Widgets), e.g. 
butt ons, charts, checkboxes, gaug-
es, indicators, labels, picture place-
holders, tables etc. In the single GUI 
confi gurati on, several screens can be 
used and switched interacti vely. The 
GUI form and placement of the wid-
gets can be organized with contain-
ers and layout management compo-
nents.

The OTX Wizard is specifi cally de-
signed for re-using OTX sequences 
(Figure 7). It is an OTX code genera-
tor that helps the user to comfortably 
create diagnosti c sequences without 
deeper programming knowledge. 
The user confi gures a script instead 
of programming it.

Factory supplied OTX modules 
can be confi gured as required and 
provide the necessary business log-
ic for their executi on. However, the 
main benefi t is that modules can be 
extended by the user libraries and 
simply confi gured for use in the OTX 
sequences. The generated OTX code 
can be edited later in Expert mode 
and modifi ed if required.

Soft ing TDX.workshop – 
the Individualized Diag-
nosti c System Soluti on

The main idea behind the Soft ing TDX 
toolbox is that, at the end, the cus-
tomer has an individualized diagnos-

page, icons, and colors, and add a com-
pany logo to match the end custom-
er’s corporate identi ty (Figure 8). They 
also take over the distributi on of the 
soft ware and content. The soft ware 
and content are also updated over 
their IT infrastructure (e.g. website)

ti c system soluti on. Hence, the sup-
plier of a diagnosti c soluti on based on 
Soft ing TDX framework has full con-
trol over the content, look and feel of 
the end soluti on. 

The suppliers can change the 
graphical content, such as starti ng 

Figure 5: Soft ing TDX.studio Toolbox



.

The Role Model and Pro-
tecti on of Proprietary 
Content

By applying the role model in a TDX 
diagnosti c system confi gurati on (TDX 
project), the supplier of the diagnos-
ti c system can defi ne and control cre-
denti als for the specifi c user groups 
(e.g. administrator, developer, techni-
cian in producti on, technician in the 
workshop etc.).

The authorizati on for specifi c 
roles can be defi ned for each diag-
nosti c functi on contained in a TDX 
project (Figure 9). 

All users enti tled to use the diag-
nosti c system are assigned a role: This 
controls the kind of tasks they are al-
lowed to perform (or not) with the 
diagnosti c system (e.g. identi fi cati on 
- yes, measurement - yes, fl ashing – 
no, etc.).

The role model is especially im-
portant for the re-use of OTX scripts. 
A vehicle test used in development 
or producti on could also be used in 
authorized workshops but not in in-
dependent ones. Typical examples of 
executi on restricti on are the fl ashing 
of ECUs, vehicle coding and parame-
trizati on of the ECUs (Figure 10).

For the protecti on of the diagnos-
ti c sequences, functi ons and diagnos-
ti c executi on environment (Soft ing 
TDX.workshop) itself, two indepen-
dent protecti on mechanisms are pro-
vided. For the ODX, OTX and TDX proj-
ect a special OEM-specifi c encrypti on 
is used. This ensures that diagnosti c 
content from one OEM cannot be 
used or read by other OEMs without 
a proper license. 

The OEM-specifi c content licens-
ing, if applied, sti ll allows the use of 
content from diff erent OEMs in a sin-
gle applicati on. This feature is very 
useful for system integrators and 
workshops that need diagnosti c solu-
ti ons covering system components 
from diff erent suppliers.

The applicati on itself is protected 
by special applicati on enveloping pro-
tecti on technology which protects the 
applicati on against hacking att empts. 
On the one hand this provides pro-
tecti on against unauthorized copy-

Figure 8: Soft ing TDX.workshop – Individualizati on Examples

Figure 9: The Role Model

Figure 10: Content Protecti on with Role Model



ing and license violation, and on the 
other it protects diagnostic content 
encryption from reverse engineering.
 
Maintenance of the  
Diagnostic System  
in the Field 
 
Softing TDX provides separated 
update for content and application. 
The update can be performed online 
or offline, depending on the avail-
ability of the Internet infrastructure 
in the field. With this approach, the 
content can be updated very rapidly, 
which is of significant importance in 
the case of safety relevant updates 
or vehicle recalls.
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Summary
 

As a modular, OTX-based diagnostic 
system solution, Softing TDX certainly 
provides many benefits for workshop 
diagnostics. 

First of all there is clear invest-
ment safety due to the long-term ori-
entation and use of standardized and 
exchangeable software components. 
The latter is very important for in-
creasing the number of cooperation 
projects between OEMs and compo-
nent suppliers. The standardization 
is very important since the pace of 
technology change in the IT industry 
is much faster than in the automotive 
and related industries.

For this reason and because of the 

standardized components used, such 
as OTX runtime, ISO MVCI server and 
D-PDU API, Softing TDX guarantees 
long-term stability and maintainabili-
ty of supplier-created diagnostic solu-
tions. Together with the industry prov-
en tools, such as DTS Venice and OTX 
Studio, Softing TDX offers efficient 
and flexible creation of modular and 
scalable diagnostic system solutions. 
www.softing.com
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